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* NOTICES * 

jpO and NCIPI are not responsible for any 
damages caused by the use of this translation. 

1. This document has been translated by computer. So the translation may not reflect the original precisely. 

2. **** shows the word which can not be translated. 
3 In the drawings, any words are not translated. 



CLAIMS 



[Claim(s)] 

[Claim 1] An algorithm decision means to check the destination of a packet and to determine cryptographic 
algorithm according to the destination, Cryptographic algorithm determined by the above-mentioned algorithm 
decision means is performed. In the packet communication device equipped with a processing activation means to 
perform encryption processing to the packet, and a transmitting means to transmit the packet after encryption by 
the above-mentioned processing activation means The packet communication device characterized by establishing 
a setting means to constitute the above-mentioned processing activation means using a recon figure skating rubble 
circuit, and to set up the circuitry data of the above-mentioned recon figure skating rubble circuit 
[Claim 2] A receiving means to receive the enciphered packet, and an algorithm decision means to check the 
transmitting origin of the packet received by the above-mentioned receiving means, and to determine cryptographic 
algorithm according to the transmitting origin, In the packet communication device equipped with a processing 
activation means to perform cryptographic algorithm determined by the above-mentioned algorithm decision means, 
an d to perform decryption processing to the packet The packet communication device characterized by establishing 
a setting means to constitute the above-mentioned processing activation means using a recon figure skating rubble 
circuit, and to set up the circuitry data of the above-mentioned recon figure skating rubble circuit 
[Claim 3] A setting means is a packet communication device according to claim 1 or 2 characterized by registering 
t he number of bits of the key length of a cryptographic key and encryption, or a decryption block in case the 
circuitry data of a recon figure skating rubble circuit are set up. 

[Claim 4] The packet communication device according to claim 1 or 2 characterized by having the processing 
activation means which consisted of fixed hardware circuitry which performs predetermined cryptographic algorithm 
other than the processing activation means which consisted of recon figure skating rubble circuits. 
[Claim 5] A setting means is a packet communication device according to claim 1 or 2 characterized by choosing 
the recon figure skating rubble circuit under un-performing, and setting up circuitry data when the processing 
activation means consists of two or more recon figure skating rubble circuits. 

[Claim 6] A setting means is a packet communication device given [ of claim 1 to the claims 5 which exchange the 
information about the communications partner and cryptographic algorithm of a packet, and are characterized by 
setting the circuitry data corresponding to the cryptographic algorithm to perform as a recon figure skating rubble 
circuit ] in any 1 term. 

[Claim 7] The setting means of a packet transmitting side is a packet communication device according to claim 6 
characterized by transmitting the identifier which shows a purport equipped with the recon figure skating rubble 
circuit to the setting means of a packet receiving side, and transmitting the circuitry data corresponding to the 
cryptographic algorithm to perform to the setting means of a packet receiving side if the notice of a purport 
equipP ed with the recon figure skating rubble circuit is received from the setting means of the packet receiving side. 

[Claim 8] The setting means of a packet receiving side is a packet communication device according to claim 7 
characterized by receiving the circuitry data transmitted from the setting means of a packet transmitting side, and 
setting the circuitry data as a recon figure skating rubble circuit 

[Claim 9] The cryptographic algorithm setting approach which the circuitry data corresponding to the cryptographic 
algorithm which the above-mentioned packet transmitting side performs will be transmitted to the above-mentioned 
packet receiving side, and the packet receiving side will receive the circuitry data concerned, and will be set as a 
recon figure skating rubble circuit if a letter is answered in the notice of the purport which the packet receiving side 
received the identifier concerned, and equips with the recon figure skating rubble circuit while a packet transmitting 
side transmits the identifier which shows a purport equipped with the recon figure skating rubble circuit to a packet 
receiving side. 

[Claim 10] The cryptographic algorithm setting approach that will transmit the cryptographic algorithm which the 
above-mentioned packet transmitting side performs to the above-mentioned packet receiving side, and the packet 
receiving side will receive and set up the cryptographic algorithm concerned if the packet receiving side receives 
the identifier concerned and answers a letter in the notice of the purport which can use a recon figure skating 
rubble code while a packet transmitting side transmits the identifier which shows a recon figure skating rubble code 
to a packet receiving side. 

[Clair" 1 1] The cryptographic algorithm setting approach according to claim 10 characterized by the cryptographic 
algorithm transmitted from a packet transmitting side being the script performed with the script activation engine of 
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a packet receiving side. 

[Claim 12] The cryptographic algorithm setting approach according to claim 10 characterized by the cryptographic 
algorithm transmitted from a packet transmitting side being the software performed by the microprocessor of a 
packet receiving side. 

[Translation done.] 
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DETAILED DESCRIPTION 

[Detailed Description of the Invention] 
[0001] 

[F i e |d of the Invention] This invention relates to the packet communication device and the cryptographic algorithm 

setting approach of making an addition and modification of cryptographic algorithm 

[0002] 

[Description of the Prior Art] By development of telecom infrastructures, such as the Internet, VPN (Virtual Private 
Network) attracts attention instead of the communication link by the dedicated lines between the inside of a 
c0 mpany, or a company etc. With encoding technology, it is the technique which uses the Internet available as an 
pagination dedicated line, and, as for VPN, IPSEC (Security Architecture for Internet Protocol) serves as a current 
cri terion. In IPSEC, the cryptographic algorithm to be used is not fixed but. in addition to indispensable 
cryp tographic algorithm DES (Data Encryption Standard) etc., the support of the algorithm of arbitration is possible 
[0003] Drawing 9 is the block diagram showing the conventional packet communication device and is set to drawing 
! For example, the packet communication device which is network security LSI, While SAD (SecurityAssociation 
Database) which stores the information which shows the cryptographic algorithm to which 11 can perform a 
communications partner, and 12 perform transmission and reception of a packet The control section which controls 
the cipher-processing circuits 13 and 14, and 13 perform cryptographic algorithm A. The cipher-processing circuit 
whic h performs the encryption processing or decryption processing to a packet, and 14 are cipher-processing 
circuits which perform cryptographic algorithm B and perform the encryption processing or decryption processing to 
a packet. In addition, although the example of drawing 9 shows that in which a packet communication device 
contains two cipher-processing circuits, it may not restrict to this, only one cipher-processing circuit may be built 
jn and three or more cipher-processing circuits may be built in. 

[0004] Next, actuation is explained. Here, as shown in drawing 10 , packet communication device 1a which can 
perform cryptographic algorithms A and B enciphers a packet, and transmits, and that to which packet 
communication device 1b which can perform cryptographic algorithm A receives and decrypts a packet is explained 
[0005] First, in order that the control section 12 of packet communication device 1a may be faced starting the 
encryption communication link of a packet and may make packet communication device 1b of a receiving side 
recognize the cryptographic algorithm which can be performed, it transmits the identifier currently assigned to 
c rypt°g ra P nic algorithms A and B, respectively to packet communication device 1b. 

[0006] The control section 12 of packet communication device 1b will recognize it as the cryptographic algorithms 
whic h can perform packet communication device la being cryptographic algorithms A and B if the identifier of 
paC ket communication device 1a to cryptographic algorithm A and the identifier of cryptographic algorithm B are 
rece ived. And the control section 12 of packet communication device 1b relates with the address of packet 
communication device 1a etc., and stores the decision information concerned in SAD1 1 while it transmits the 
decision information to which use of cryptographic algorithm A is permitted to packet communication device 1a 
since the cryptographic algorithm which can perform self among cryptographic algorithms A and B is cryptographic 
algorithm A. 

[0007] If the decision information to which use of packet communication device lb to cryptographic algorithm A is 
permitted is received, the control section 12 of packet communication device 1a relates with the address of packet 
communication device 1b etc., and stores the decision information concerned in SAD11. And if the packet of the 
plaintext which transmits to packet communication device lb is inputted, the control section 12 of packet 
communication device la will use as a key the address added to the packet, will acquire decision information from 
SAD11. and will recognize the cryptographic algorithm used from the decision information. In this example it is 
recognized as what uses cryptographic algorithm A. 

[0008] Since the cryptographic algorithm to be used is cryptographic algorithm A, the control section 12 of packet 
communication device 1a outputs the packet of a plaintext to the cipher-processing circuit 13 which builds in 
cryptographic algonthm A. Thereby, the cipher-processing circuit 13 performs cryptographic algorithm A carries out 
encryption processing to the packet of a plaintext, and outputs the packet after encryption to a control section 12 
The control section 12 of packet communication device la transmits the packet after encryption to packet 
communication device 1b. 

[0009] If the packet after encryption is received from packet communication device la, the control section 12 of 
packet communication device 1b will use as a key the address added to the packet, will acquire decision information 
from SAD11, and will recogn.ze the cryptographic algorithm used from the decision information. In this example it is 
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re cognized as what uses cryptographic algorithm A. 

[-0010] Since the cryptographic algorithm to be used is cryptographic algorithm A, the control section 12 of packet 
c0 rnmun.cat.on device lb outputs the packet after encryption to the cipher-processing circuit 13 which builds in 
CrVP rlot on '° g ° ♦ V e J y ' ^ ci " he '-P roce " i ^ 13 performs cryptographic algorithm A. carries out 

decryption processing to the packet after encryption, and outputs the packet of a plaintext to a control section 12 
Th e control section 12 of packet communication device lb carries out the external output of the packet of a 
plaintext. 
[0011] 

rproblem(s) to be Solved by the Invention] Since the conventional packet communication device was constituted as 
^desiJn LSIw e hi e c r n ?°h T * ^ ^ "yptogrephic algorithm was newly devised unless d d 

not design LSI which ,s newly hardware and ,t was manufactured, the technical problem which cannot be used 
° cC "7, d 6 ^! Pt tHe ^Ptograpbic algorithm which both the transmitting side and the receiving side build in 
C ° P 1045^2°0 n A n th^ aS ^H S" ^ 77T iCati0n deV i Ce Perf ° rmS ^ """VPtion communication link of a packet, 
t0 ^ork Z 'f' I ' TTu t0 Crypt0gra P hic a| S° rithm is acquired from the database connected to the 
nS \ l cer 7? H n J h ' Ch S u Cr ' Pt aCtiVati ° n 6ngine ° f 3 P3cket communication device performs the 

scrl pt concerned is indicated. However, there are problems, like there is possibility that cryptographic algorithm will 

fl ° W tnce t^hi h em f ^ Wgh m ° ra ' S ° f * — management organLtionae called 

f ° r - Inlttl H Crypt ° g, ; aphlC alg ° rithm of the se —y nature which should be used only between specific packet 
Corn mun,cat.on devices ,n this case ,s registered into a database. Moreover, since it is necessary to carry out 
encr ypt,on processing etc. while a script activation engine interprets the semantics of a script, there is also a 
pr oblem tc .which , rates, such as encryption processing, become slow compared with the packet communication 
device with which hardware was mounted. 

C ° 0l3 I I k t r, S made ° rder * hat ^invention might solve the above technical problems, and it aims at acquiring 
the packet communication device and the cryptographic algorithm setting approach of making an addition and 
modification of cryptographic algorithm easily 
[0014] 

^trt'anH Sni^ 6 Pr ° b J em] P3Cket communication dev 'ce concerning this invention is faced enciphering a 
P 3 t C abNshed ranSm,ttlng ' 3 Settmg meanS to Set up the circuitr V d ata of a recon figure skating rubble circuit ,s 
[001 5] The packet communication device concerning this invention is faced receiving a packet and decrypting and a 
sett ,ng means to set up the circuitry data of a recon figure skating rubble circuit is established 
[00 16] In case the packet communication device concerning this invention sets up the circuitry data of a recon 
^rdetCtfontlock C,rCUit ' * reg,SterS nUmb6r ° f bitS ° f ' ength ° f 3 ^Ptographic key and encryption, 

t° 0l ^In!i^l ket f rT, Uni ! ati ° n d6ViCe COncerning this invent ion is equipped with the processing activation means 
whlC h consisted of fixed hardware circuitry which performs predetermined cryptographic algorithm other than the 
processing act.vat.on means wh.ch consisted of recon figure skating rubble circuits 

[0018] When the processing activation means consists of two or more recon figure skating rubble circuits the 
pack et communication device concerning this invention chooses the recon figure skating rubble circuit under un- 
performing, and sets up circuitry data. 

[0 019] The packet communication device concerning this invention exchanges the information about the 
^mmunicat.ons partner and cryptographic algorithm of a packet, and sets the circuitry data corresponding to the 
cryptographic algorithm to perform as a recon figure skating rubble circuit 

[0 020] The packet communication device concerning this invention transmits the identifier which shows the purport 
whic h the setting means of a packet transmitting side equips with the recon figure skating rubble circuit to the 
settin g means of a packet receiving side, and if the notice of the purport equipped with the recon figure skating 
rubb le circuit from the setting means of that packet receiving side is received, it will transmit the circuitry data 
^rrespond.ng to the cryptographic algorithm to perform to the setting means of a packet receiving side 
[0 021] The setting means of a packet receiving side receives the circuitry data transmitted from the setting means 
of a packet transmitting side, and the packet communication device concerning this invention sets that circuity 
data as a recon figure skating rubble circuit. 

[0022] If a letter is answered in the notice of the purport which that packet receiving side received the identifier 
conce rned, and equips with the recon figure skating rubble circuit while a packet transmitting side transmits the 
identifier which shows a purport equipped with the recon figure skating rubble circuit to a packet receiving side the 
cry ptograph,c a gonthm setting approach concerning this invention transmits the circuitry data corresponding to the 
cryptographic algorithm which a packet transmitting side performs to a packet receiving side, and that packet 
r ece ,v.ng side will receive the circuitry data concerned, and will set it as a recon figure skating rubble circuit 
[0023] If that packet rece.ving side receives the identifier concerned and answers a letter in the notice of the 
purport which can use a recon figure skating rubble code while a packet transmitting side transmits the identifier 
Which shows a recon figure skating rubble code to a packet receiving side, the cryptographic algorithm setting 
appr0 ach concerning this invention transmits the cryptographic algorithm which a packet transmitting side performs 
t0 a packet receding side, and that packet receiving side will receive the cryptographic algorithm concerned and will 
set it up- 

[00 24] It is made for the cryptographic algorithm setting approach concerning this invention to be a script with 
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W hich cryptographic algorithm transmitted from a packet transmitting side is performed with the script activation 
& nS' ne °' a Packet receiving side. 

£O025] It is made for the cryptographic algorithm setting approach concerning this invention to be software with 
W hich cryptographic algorithm transmitted from a packet transmitting side is performed by the microprocessor of a 
packet receiving side. 
fo026] 

embodiment of the Invention] Hereafter, one gestalt of implementation of this invention is explained 
G ostalt 1. drawing 1 of operation is the block diagram showing the packet communication device by the gestalt 1 of 
implementation of this invention, and is set to drawing. While SAD which stores the information which shows the 
paC ket communication device whose 21 is for example, the network security LSI, and the cryptographic algorithm to 
whic h 31 can perform a communications partner, and 32 perform transmission and reception of a packet It is the 
control section (a transmitting means, receiving means) which checks destination [ of a packet ], or transmitting 
orig ,n and determines cryptographic algorithm according to destination or transmitting origin In addition the 
algorithm decision means consists of SAD31 and a control section 32. 

£0027] 33 and 34 perform cryptographic algorithm determined by the control section 32, it is the recon figure skating 
rU bble circuit (processing activation means) which performs the encryption processing or decryption processing to 
the packet, and the recon figure skating rubble circuits 33 and 34 are constituted using techniques, such as FPGA 
&nd CPLD 35. the memory ,n which 36 stores the key length of a cryptographic key, and the circuitry data of the 
nU m ber of bits of an encryption block, or the recon figure skating rubble circuits 33 and 34, The setting section to 
*, hic h 37 + l CtS tHe C ' r ° U ' t ,7 d f L a 0f the recon fi S ure skati "g rubbl * circuits 33 and 34 (setting means). 38 connects 
b etween the recon FIGYU rubble circuit 33 and 34 with a control section 32. The encryption circuit bus which 
transmits the packet set as the object of encryption, and 39 are setting buses which connect between a control 
section 32, the recon FIGYU rubble circuits 33 and 34, the setting section 37 and memory 35, and 36 and transmit 
th e circuitry data of the recon figure skating rubble circuits 33 and 34 etc 

£0028] Ir . addition, as memory 35 and 36, nonvolatile memory, such as a flash memory, EEPROM, and a mask ROM 
and volatile memory, such as RAM. are usable, for example. In order to build in LSI like memory 35 for area saving' 
to c hoose much cryptographic algorithm and to make mounting possible, it is good also as external like memory 36 
Moreover it is also possible by mounting the both to hold standard cryptographic algorithm fixed by the internal 
^gsk ROM, and to offer the cryptographic algorithm of an option by memory cards, such as an external flash 
memory and CompactFlash (R). Moreover, although the example of drawing 1 shows that in which a packet 
Corn munication device contains two recon figure skating rubble circuits, it may not restrict to this only one recon 
figure skatmg rubble circuit may be built in, and three or more recon figure skating rubble circuits may be built in 
[0 029] Next, actuation is explained. First, when performing modification and the addition of cryptographic algorithm 
^hich the packet communication device 21 performs, the setting section 37 will acquire the circuitry data of the 
^con figure skating rubble circuit stored in memory 35 or memory 36, if LSI is reset. In addition, circuitry data are 
stored in drawing 2 together with attribute information, such as the identifier and the key length of a cryptographic 
keV who show corresponding cryptographic algorithm, and the number of bits of an encryption block so that it mav 
be shown. 

[0030] And the setting section 37 will set the circuitry data as the recon figure skating rubble circuit 33 if the 
c jrcuitry data of a recon figure skating rubble circuit are acquired. Thereby, if the circuitry data is circuitry data of 
for example, cryptographic algorithm B, as for the recon figure skating rubble circuit 33. activation of cryptographic 
algorithm B will be attained henceforth. ' H 8 p 

[0031] In addition, when the control section 32 of the packet communication device 21 is performing communication 
|jnk actuation if circuitry data are acquired from memory 35 or memory 36. the setting section 37 will choose the 
recon figure skating rubble circuit of the direction which has not carried out current activation among the recon 
figure skating rubble circuits 33 and 34, and will set up circuitry data to the recon figure skating rubble circuit 
[0032] Here, although a control section 32 transmits a packet to the recon figure skating rubble circuit 33 through 
tn e encryption circuit bus 38 in case it requests encryption processing and decryption processing of a packet to the 
re^n figure skating rubble circuit 33, it reads the key length of a cryptographic key and the number of bits of an 
e ncryP tlon block which are stored in memory 35 or memory 36. And temporarily, when the key length of a 
cryptographic key and the number of bits of an encryption block are larger than the bit width efface of the 
encryption circuit bus 38, it transmits by dividing into multiple times. For example, by 64 bits, the bit width efface of 
the encryption circuit bus 38 transmits a cryptographic key in 2 steps, when the key length is 128 bits By this 
cryptographic algorithm of the arbitration from which the key length and the number of bits of a block differ can be 
counted in a recon FIGYU rubble circuit. 

[0033] Next as shown in drawing 3 . packet communication device 21a which can perform standard cryptographic 
algorithm A (for example, DES) explains the actuation in the case of transmitting a packet to packet communication 
de vice which can perform cryptographic algorithm A (the example 1 of operation is called hereafter) 
[0034] First, the control section 32 of packet communication device 21a transmits the identifier A currently 
assigned to cryptographic algorithm A to packet communication device 21b in order to make packet communication 
de vice 21 b of a receiving side recognize the cryptographic algorithm which can be performed. The control section 32 
of packet commun.cation device 21b relates with the address of packet communication device 21a etc and stores 
the decision information concerned in SAD31 while it will transmit the decision information to which use of 
cryptographs algorithm A is permitted to packet communication device 21a since self is possible for activation of 
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cryptographic algorithm A if the identifier A of packet communication device 21a to cryptographic algorithm A is 
r eceived. 

£0035] If the decision information to which use of packet communication device 21b to cryptographic algorithm A is 
permitted is received, the control section 32 of packet communication device 21a relates with the address of packet 
c ommunication device 21b etc., and stores the decision information concerned in SAD31. And if the packet of the 
plaintext which transmits to packet communication device 21b is inputted, the control section 32 of packet 
corn munication device 21a will use as a key the address added to the packet, will acquire decision information from 
5AD31, and will recognize the cryptographic algorithm used from the decision information. In this example, it is 
recognized as what uses cryptographic algorithm A. 

£0036] Since the cryptographic algorithm to be used is cryptographic algorithm A, the control section 32 of packet 
c0 mmunication device 21a outputs the packet of a plaintext to the recon FIGYU rubble circuit (here the recon 
piGYU rubble circuit 33 considers as the thing of explanation which can perform cryptographic algorithm A for 
c0nV enience) which can perform cryptographic algorithm A. Thereby, the recon FIGYU rubble circuit 33 performs 
cryptographic algorithm A, carries out encryption processing to the packet of a plaintext, and outputs the packet 
a fter encryption to a control section 32. The control section 32 of packet communication device 21a transmits the 
packet after encryption to packet communication device 21b. 

[0037] If the packet after encryption is received from packet communication device 21a, the control section 32 of 
packet communication device 21b will use as a key the address added to the packet, will acquire decision 
jn format.on from SAD31, and will recognize the cryptographic algorithm used from the decision information In this 
example, it is recognized as what uses cryptographic algorithm A. 

[0038] Since the cryptographic algorithm to be used is cryptographic algorithm A, the control section 32 of packet 
communication device 21b outputs the packet after encryption to the recon FIGYU rubble circuit (here, the recon 
f-IGYU rubble circuit 33 considers as the thing of explanation which can perform cryptographic algorithm A for 
con venience) which can perform cryptographic algorithm A. Thereby, the recon FIGYU rubble circuit 33 performs 
cryptographic algorithm A, carries out decryption processing to the packet after encryption, and outputs the packet 
Q f a plaintext to a control section 32. The control section 32 of packet communication device 21b carries out the 
external output of the packet of a plaintext. 

[0039] Next, as shown in drawing 4 , packet communication device 21a which can perform standard cryptographic 
algorithm A explains actuation in case the circuitry data of cryptographic algorithm A transmit a packet to non-set 
u p packet communication device 21b to a recon FIGYU rubble circuit (the example 2 of operation is called 
Hereafter). However, since cryptographic algorithm A is a standard code (for example, DES), the circuitry data of 
cryptographic algorithm A shall be beforehand stored in memory 35. 

[0040] First, the control section 32 of packet communication device 21a transmits the identifier A currently 
assigned to cryptographic algorithm A to packet communication device 21b in order to make packet communication 
deV ice 21b of a receiving side recognize the cryptographic algorithm which can be performed. If the identifier A of 
packet communication device 21a to cryptographic algorithm A is received, since the circuitry data of cryptographic 
algorithm A are not set as the recon FIGYU rubble circuit 33 to build in, the control section 32 of packet 
com rnunication device 21b requires a setup of the circuitry data of cryptographic algorithm A of the setting section 
37- 

[0041] Thereby, the setting section 37 of packet communication device 21b acquires the circuitry data of 
cryptographic algorithm A from memory 35, and sets the circuitry data as the recon FIGYU rubble circuit 33 The 
control section 32 of packet communication device 21b relates with the address of packet communication device 
2la etc., and stores the decision information concerned in SAD31 while it will transmit the decision information to 
wh ich use of cryptographic algorithm A is permitted to packet communication device 21a, if a setup of the circuitry 
data based on the setting section 37 is completed. 

[0042] If the decision information to which use of packet communication device 21b to cryptographic algorithm A is 
permitted is received, the control section 32 of packet communication device 21a relates with the address of packet 
communication device 21b etc., and stores the decision information concerned in SAD31. Since the following 
communication link actuation is the same as that of the above-mentioned example 1 of operation explanation is 
omitted. 

[0043] Next, as shown in drawing 5 , packet communication device 21a which can perform cryptographic algorithm B 
n ewly devised as standard cryptographic algorithm A explains the actuation in the case of transmitting a packet to 
packet communication device 21b which can perform cryptographic algorithm A (the example 3 of operation is called 
hereafter). However, since cryptographic algorithm B is the newly devised code, the circuitry data of cryptographic 
algorithm B shall not be stored in memory 35. 

[0044] First, the control section 32 of packet communication device 21a transmits the identifier A currently 
assigned to cryptographic algorithm A and the identifier R (or identifier which shows the purport which can use a 
recon FIGYU rubble code) which shows the purport which self equips with the recon FIGYU rubble circuit to packet 
communication device 21b in order to make packet communication device 21b of a receiving side recognize the 
cryptographic algorithm which can be performed. The control section 32 of packet communication device 21b will 
transmit the response R of the purport which self also equips with the recon FIGYU rubble circuit (or response of 
purport which self can also use [ of a recon FIGYU rubble code ]) to packet communication device 21 a, if the 
Identifier R other than the identifier A of packet communication device 21a to cryptographic algorithm A is received 
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£ 0 045] However, when packet communication device 21b is not equipped with the recon FIGYU rubble circuit the 
de cis<on information to which use of cryptographic algorithm A is permitted is transmitted to packet communication 
de vice 21a. In this case, since the following communication link actuation is the same as that of the above- 
mentioned example 1 of operation, explanation is omitted. 

(-0046] In order to enable use of the code newly devised as the control section 32 of packet communication device 
21 a receiving the response R of the purport which self also equips with the recon FIGYU rubble circuit from packet 
Corn munication device 21b. the circuitry data of cryptographic algorithm B are transmitted to packet communication 
deV ice 21b. The control section 32 of packet communication device 21b will set the circuitry data of cryptographic 
a lgonthm B as a vacant recon FIGYU rubble circuit (for example, recon FIGYU rubble circuit 34), if the circuitry data 
0 f packet communication device 21a to cryptographic algorithm B are received. 

[-0047] In addition, when there is no vacant recon FIGYU rubble circuit, they enables it to use any one recon FIGYU 
rU bble circuit for cancelling the recon FIGYU rubble circuit which mounts the circuitry data of cryptographic 
algorithm with the for example lowest operating frequency etc. according to the nullification algorithm generally 
c0 nsidered, making it into an opening compulsorily. 

[0048] The control section 32 of packet communication device 21b relates with the address of packet 
Corn munication device 21a etc., and stores the decision information concerned in SAD31 while it will transmit the 
deC ision information to which use of cryptographic algorithm B is permitted to packet communication device 21a if 
a setup of circuitry data is completed. 

[-0049] If the decision information to which use of packet communication device 21b to cryptographic algorithm B is 
perr nitted is received, the control section 32 of packet communication device 21a relates with the address of packet 
communication device 21b etc., and stores the decision information concerned in SAD31. Since the following 
c0rn munication link actuation is the same as that of the above-mentioned example 1 of operation explanation is 
omi«« d - 

£0050] Since it constituted above according to the gestalt 1 of this operation so that the setting section 37 which 
sets up the circuitry data of the recon figure skating rubble circuits 33 and 34 might be formed so that clearly it is 
effeC tive in the ability to make an addition and modification of cryptographic algorithm easily. Moreover, since a 
transmitting side and a receiving side do not need to transmit the circuitry data of cryptographic algorithm and do 
not need to register cryptographic algorithm into a database like the conventional example by communication link of 
one to one, it is effective in the secrecy nature of cryptographic algorithm being securable. In addition, since the 
reC on figure skating rubble circuits 33 and 34 are hardware, delay of processing speed like the conventional script 
a cti^ ation en gine does not become a problem. 

[0051] Especially with the gestalt 1 of this operation, when two or more packet communication devices are 
connected to the network, an IP address is assigned to two or more packet communication devices although 
refe rence is not made, in case a transmitting side adds an IP address to a packet and transmits to it, it transmits to 
th at packet including the circuitry data of cryptographic algorithm, and a receiving side stores the circuitry data 
concerned in memory 35. Thereby, a certain packet communication device can add cryptographic algorithm to other 
packet communication devices. 

[0052] In case an identifier, circuitry data of cryptographic algorithm, etc. in which the cryptographic algorithm which 
ca n be performed is shown are transmitted, it enciphers, for example by standard encryption algorithm, and you may 
^ake it transmit the identifier and circuitry data especially with the gestalt 1 of the gestalt 2. above-mentioned 
implementation of operation, although reference is not made. Moreover, although the gestalt 1 of the above- 
mentioned implementation showed what sets up the circuitry data of cryptographic algorithm, a transmitting side 
transmits attribute information, such as the key length of a cryptographic key, and the number of bits of an 
encryption block, to a receiving side, and you may make it store the attribute information in the memory 35 of a 
rece ivmg side. Thereby, the key length of a cryptographic key, the number of bits of an encryption block etc can be 
cha nged. 

[0053] Gestalt 3. drawing 6 of operation is the block diagram showing the packet communication device by the 
geS talt 3 of implementation of this invention, and in drawing, since it shows that the same sign as drawing 1 is the 
sa me, or a considerable part, it omits explanation. 40 is a cipher-processing circuit (processing activation means) 
wn ich is fixed hardware circuitry which performs predetermined cryptographic algorithm. 

[0054] Next, actuation is explained. Although the gestalt 1 of the above-mentioned implementation showed what 
carries two or more recon figure skating rubble circuits, you may make it carry the cipher-processing circuit 40 
otner than the recon figure skating rubble circuit 34, as shown in drawing 6 . Mounting by specification, such as 
jpSEC becomes possible [ mounting indispensable cryptographic algorithm in the minimum amount of hardware ] by 
this (the cryptographic algorithm concerned is mounted in the cipher-processing circuit 40), and the effectiveness 
that low cost-ization is realizable is done so. 

[0055] As shown in drawing 7 , when the script activation engine of packet communication device 21b which is a 
receiving side performs cryptographic algorithm, you may make it the cryptographic algorithm transmitted from 
packet communication device 21a which is a transmitting side be the script performed with the script activation 
engine- although the gestalt 1 of the gestalt 4. above-mentioned implementation of operation showed what transmits 

circuitry data of cryptographic algorithm. Thereby, also in the packet communication device of a script method, 
^e s ame effectiveness as the gestalt 1 of the above-mentioned implementation can be done so. 
[0056] As shown in drawing 8 , when the microprocessor of packet communication device 21b which is a receiving 
side performs cryptographic algorithm, you may make it the cryptographic algorithm transmitted from packet 
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O ommunicat.on device 21a which is a transmitting side be the software performed by the microprocessor although 
the gestalt 1 of the gestalt 5. above-mentioned implementation of operation showed what transmits the circuitry 
data of cryptographic algorithm. Thereby, also in the packet communication device of the software method by the 
microprocessor, the same effectiveness as the gestalt 1 of the above-mentioned implementation can be done so 
£0057] 

[Effect of the Invention] As mentioned above, since according to this invention it constituted so that a setting 
pearls to face enciphering a packet and transmitting and to set up the circuitry data of a recon figure skating rubble 
circuit might be established, it is effective in the ability to make an addition and modification of cryptographic 
algorithm easily. 

10058] Since according to this invention it constituted so that a setting means to face receiving a packet and 
decrypting and to set up the circuitry data of a recon figure skating rubble circuit might be established, it is 
effective in the ability to make an addition and modification of cryptographic algorithm easily. 
£0059] Since according to this invention it constituted so that the number of bits of the key length of a 
cryptographic key and encryption, or a decryption block might be registered when setting up the circuitry data of a 
recon figure skating rubble circuit, it is effective in performing an addition and being able to make a change easily 
& \ so about the key length of a cryptographic key, or the number of bits of encryption or a decryption block 
£0060] Since according to this invention it constituted so that it might have the processing activation means which 
consisted of fixed hardware circuitry which performs predetermined cryptographic algorithm other than the 
processing activation means which consisted of recon figure skating rubble circuits, it is effective in low cost-ization 
being realizable. 

[0061] since according to this invention it constituted so that the recon figure skating rubble circuit under un- 
performing might be chosen and circuitry data might be set up when the processing activation means consisted of 
tW o or more recon figure skating rubble circuits — the communication link of a packet — even if working, it is 
effective in the ability to set up the circuitry data of a recon figure skating rubble circuit. 

[0062] According to this invention, the information about the communications partner and cryptographic algorithm of 
a packet is exchanged, and since it constituted so that the circuitry data corresponding to the cryptographic 
algorithm to perform might be set as a recon figure skating rubble circuit, there is effectiveness which can enable 
activation of new cryptographic algorithm after agreeing with a communications partner. 

[0063] Since according to this invention it constituted so that it transmitted the identifier which shows the purport 
w hich the setting means of a packet transmitting side equips with the recon figure skating rubble circuit to the 
setting means of a packet receiving side, and the circuitry data corresponding to the cryptographic algorithm to 
perform might be transmitted to the setting means of a packet receiving side, if the notice of the purport equipped 
^ith the recon figure skating rubble circuit from the setting means of that packet receiving side was received there 
js effectiveness which can enable activation of new cryptographic algorithm. 

[0064] Since according to this invention the setting means of a packet receiving side constituted so that the 
circuitry data transmitted from the setting means of a packet transmitting side might be received and that circuitry 
d ata might be set as a recon figure skating rubble circuit, there is effectiveness which can enable activation of new 
cr yptographic algorithm. 

[0065] While a packet transmitting side transmits the identifier which shows a purport equipped with the recon 
figure skating rubble circuit to a packet receiving side according to this invention If a letter is answered in the notice 
a f the purport which the packet receiving side received the identifier concerned, and equips with the recon figure 
skating rubble circuit Since it constituted so that the circuitry data corresponding to the cryptographic algorithm 
whic h a packet transmitting side performs might be transmitted to a packet receiving side, the packet receiving side 
^ight receive the circuitry data concerned and it might be set as a recon figure skating rubble circuit It is effective 
in the ability to make an addition and modification of cryptographic algorithm easily. 

[0066] Since it constituted so that the cryptographic algorithm which a packet transmitting side performs might be 
transmitted to a packet receiving side and that packet receiving side might receive and set up the cryptographic 
algorithm concerned when that packet receiving side received the identifier concerned and answered a letter in the 
n otice of the purport which can use a recon figure skating rubble code, while the packet transmitting side 
transmitted the identifier which shows a recon figure skating rubble code to the packet receiving side according to 
this invention, it is effective in the ability to make an addition and modification of cryptographic algorithm easily 
[0067] Since according to this invention the cryptographic algorithm transmitted from a packet transmitting side 
constituted so that rt might be the script performed with the script activation engine of a packet receiving side also 
jn the packet communication device of a script method, it is effective in the ability to make an addition and 
modification of cryptographic algorithm easily. 

[0068] Since according to this invention the cryptographic algorithm transmitted from a packet transmitting side 
constituted so that it might be the software performed by the microprocessor of a packet receiving side also in the 
packet communication device of the software method by the microprocessor, it is effective in the ability to make an 
addition and modification of cryptographic algorithm easily. 
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# NOTICES * 

jpO and NCIPI are not responsible for any 
damages caused by the use of this translation. 

t This document has been translated by computer. So the translation may not reflect the original precisely. 
2 shows the word which can not be translated. 

3. In the drawings, any words are not translated. 



DESCRIPTION OF DRAWINGS 



[Brief Description of the Drawings] 

rorawrngJl It is the block diagram showing the packet communication devic 



by the gestalt 1 of implementation of 



rj^rg wjng 2 J 11 is the explanatory view showing the contents of storing of memory. 
rj^r^wirigJl It is the processing flow Fig. showing the protocol between packet communication devices. 
fTjrawjrcg 4] It is the processing flow Fig. showing the protocol between packet communication devices 
jjjrawingJl It is the processing flow Fig. showing the protocol between packet communication devices! 
rgrasNinsM It is the block diagram showing the packet communication device by the gestalt 3 of implementation of 
tn is invention. 

rprawjngJl It is the processing flow Fig. showing the protocol between packet communication devices. 
^ravmEM It is the processing flow Fig. showing the protocol between packet communication devices. 
jTJra^j n g 9 J 11 ,s the block diagram showing the conventional packet communication device. 
|Tjrav y ir| g 10] It is the processing flow Fig. showing the protocol between packet communication devices 
jpescription of Notations] 

1 packet Communication Device. 11 SAD, 12 Control Section, 13 Cipher-Processing Circuit. 14 A cipher-processing 
circU it, 21, 21a, 21b Packet communication device, 31 control section SAD (algorithm decision means) and 32 (a 
transmitting means — ) 33 A receiving means, an algorithm decision means, 34 35 A recon figure skating rubble 
circuit (processing activation means), 36 Memory, 37 The setting section (setting means), 38 An encryption circuit 
bus, 39 A setting bus, 40 Cipher-processing circuit (processing activation means). 
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NOTICES* 

pO and NCIPI are not responsible for any 
images caused by the use of this translation. 

rh is document has been translated by computer. So the translation may not reflect the original precisely, 
shows the word which can not be translated. 
2' j n the drawings, any words are not translated. 
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30 3 3, 3 4B0«ABFPGA-?>CPLDifei'©S^ffi 
ffiLT*lh£i*tt£„ 3 5, 36«^^©+-gS^ 
^a^oe, h^'j3>7^^i,^^;H5igS3 
3. 3 4©lHj8S^7 r -^4^-r5y*y. 3 7 By 
3>7 *5>OH5ISg3 3, 3 4©@BaU5R7 s -$* 

»s^*aKeas (iase^s) . 3 s aMspats 2 i y 3 

>fif*t5r4^ 9 h ^rG^-rS^fblHlSS^'X. 3 9 B 
$)J®gP3 2. 'Jn>7 Y=Fa7^@»3 3, 3 4. |j 
SS53 7Si>V*y3 5, 3 6BB£«|£U y^>7^ 
+>^^;H5JSS3 3. 3 4©@gS^7 s -^^e^-r 

[0 028] >*'J35, 3 6iUTB. m 

B. EEPROM. v^d/ROM/j: 

<t*©^»%tt^ RAM«t i'©»!^tt ^ * y 

fflnJ«gr*^ 0 3nHWfc©fc»fcy*y3 5©J:5K:L 
s i (crt®jorfe«tc^. ^<©nt-^r;i/^yXA^s 
f?or^Bj#gtct-s/c«6«:. ^-t-j 3 6©«t5tciW 
»i0T*J:<r». *©Pi7Er%SI»r4Ci{cj: 
*}. ^©Bf-^T;u=ryXA*rtg(5v^^Ro 
mtiswk^l. ^^ % >3>©Bg^r;i/3"yXA?r 
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JW^^vW^t^n^ |.75 r > a (R) 
tc, mi<DWVI,*, hmm$im*2~i<D')a>7 

a*. cn5cps-st©rfiJ&< . 1 -o<D';n>7^+>^ 

^^[lB£i*j>»l,TC>T*><fc<,>„ 
[0029] ^fcamcotirift^-r-s. $-r. ^ 

JJD^rtf^ig^. IS^SJJ3 7 LS I^'J-fesI- 
4. ^*y3 5XB^*y3 6«C«tt3tiri»*y=i> 

*». ^mmf&f-zu. S2fc^-rj:-5(c. »*--5Bt 

OS. 

[0 03 0 ] -e-LT. «BEaB3 7{*. y3>7 

^_ # ij n > 7 ^ ^ x;hbib 3 3 {c^-r 

-f *f*^7)\,®&3 3«. Bt-^TJbJ-;XAB(D3^f^ 

[oo3i] ft*, * bmmmm2 1 ©3hj8psjs3 2 

^3iM«if^*^f0rt^JS^. ^953 ^*y 

3 5 -* y 3 6 *» ^aBfltjaE-^- zzmm-tz t . 

y=j>7 -f ^+-7y;H5lB3 3. 3 4©5*5. 3Hi3g?T 
©y3>7^^ + 7^@8Stc^br@Bfl|fiS7 5 -*«r 

ssrrs. 3( 

[0 03 2 ] CCt. 8HJ©gU3 2ti, 
^U@B3 3{C^tr^-^i7 KDSg^tMS^^tM 

h* y 3 >:7-f^ -7 ^;U@B3 3 fc^TS^ 
y 3 5X1^ •=& y 3 6 {CtSlflS tiTOSBg#«<D*-S 

-c. <Stc. ^^©^-g^eg^^a ^©^ h& 
#B§#tt@BAX 3 8<D\f v HB<fc»3 4 £fC 

tf. W»@«:»wr<6atff5. WktHlB^' 

*3 8<DhTv h«USe 4ty hT. +-I*128t> 40 
h©*§£. ^ll*2@«:»8tr«Ka6rs. C<DC4fC 

y xa* y =j > ? 3 i^feicmm?* c 

4#T-t£„ 

[003 3] &tC. S 3 (C^f «fc 5<C. *SU£W&Bg#7 
;l/=/yXAA DES) ©Htf#«Il!fi<C^ „ 

h«<tilg2 1 a#. ^#TJl/^yXAA©||fT*iBJtl 
&A$-», hiifi3£g2 1 btO'iy, h £i£<Tf Si»£© 

[ 0 0 3 4 ] £ r. A* hiiff gg 2 1 a ©3HjfflJgfl3 50 
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2 tt. 'J XA££ftflW©A*- 

hiHIgg2 1 bJCBMS-JiSfctf). BH7Arf«JXA 

A«c«93r6tiri»iSiW!hf-A*/<^9 h9@£»2 
1 btca&frra. hiiftga2 1 b©a«gfl3 2 

«. Air-, hjSft^g2 1 art^Bf-Sf-TJU^yXAA© 
MWfliFA^Sfi-rSi. e#*5Bg#T^=fyXAA©il 
fr^W^T-***:*. ^T^rfyXAAO^^f^Dj 

■rsfcjEm**^*- 9 ha<g£«2 1 atca&r sit 

fe^C. A*- 9 hiim^g2 1 a©7Fl/^iH«fty 

10 -cmffikmtmz s a d 3 1 tcmut s. 

[0035J;f*s hiim^g2 1 a©$IJ©gfJ3 2«. 
A*-? hflMg£EB2 1 b*>e,Bt#TJb^yXAA©^ffi 

1 b©7 K UX^iWaftWra^Sttffi^S AD 3 

lfcttaw-*. fit, a*--, vmimm.2 1 aenmsr 
»3 2K. hmmmw2 1 btcsft-rs^©^- 
*■» y^Ktsnt. ? victmztix^&T 

KUXW*-Kl,tSAD3 1 *>6fcSft$g*I&f# 

4i2^-rs„ 

[0 03 6] 7<4r, hfflm^S2 1 a©$)J«SiaJ3 2« < 
©T. **7JU=f U XAA©Htf^BI^ ij3>7^ 
^ 3 ^;HUB 3 3 *iBf^T ;b =f y Xa A *Sltf "T 5Ci 

M-czz,b<Df?2>) imu-c^xwi* 9 bZthjj-t 

*r*=ryXAA«itfOT. w©,<4r 9 htc^s 
d B^taaiiofcc. Rt#fb»©^7h««aia!3 2 

<CtH^j-rS„ /<^5, h9M«B2 1 a©$IJtaig|53 2«. 

hiiM^g2 1 bfcjg^rr 

[ 0 0 3 7 ] » HMMSS12 1 b <omm»3 2 ». 

T-5 4. «©/t4r 9 Kc|tffli3nrc»4r KWf*+ 
-5CLTSAD3 1 *>&2fe£flHH£a*U *©8^t» 

ffi^^ttffi-fs«#7JU=fyxA«iserr2. c©c»it 
b. "S^7'*=/yxAA*flK«-r*fe©4i8«rs. 

[ 0 0 3 8 ] /-c^r „ HMM^S2 1 b ©aHJ©SB3 2 ». 
ZB§^T)U3 y XA*SB§#r^^y XAA-C$>€. 

©r. ug-^rji/^y XAA©iitf*5BiteAj: y 3 > 7 ^ =^ 
^^^HeJB (cc-rti. ittW©ffiB±. >j3>7^- 

ttZ. ctitcfcf). y 3 ^^ a .v^HHlB3 3 
tt. ^rjwyxAA^fLt, iHHta©'**-? 

eu3 2tcm^Ti. A^ , hjim^g 2 1 b©$««3 

2«. T*©A4r» h^gJJttl^^So 



005.gif 



[0 0 3 9 ] &tc. B4K:5trj:5K:. ^ig^fff^T 
Jl^yXAA©!!^*^^*-* ham$Sg2 1 a 

iW£W2tfwa) . fc/a, ng#rji/=fyxAA«. 

MVfflttltt? (MA.IX. DES) -C&Zttib. jt*V3 
5 K Bf»Bf7A =f y X A A OBKttft?'- * 

[0040] y hjIM&g2 l a <D©H®gJJ 3 : 

2 «, Hff*SnJefeftBf#T;b=f U XA5SfIO;<er 

ha^S2 1 btcsfas^s/tft. HKir^yxA 

AicgJ «5 6 JrC t> £Hfcgrj-? A £^<5r h iim^S 2 

i btcafrr*. \-mmmm.2 1 bomni3 2 
k. 1 aa^Ht^r^yxAA© 

3 KBg-^T^r/yXAAcDlpllS^x-^^S 
3ft-C<,»&(,>fc«>. Bg-^T^rJyXAACHSgatJ&x- 
#©g£ig£lSBEgi53 7 CCg5}c^S 0 

[o 0 4 i ] cftttio. 1 b©t& 2 

SSP3 7 (J, 3 5^P,Bg#T;U^yXAA<D[5ISS 

+*^7X;HHgS3 3{C^t-^„ A*, ha<t3£g2 1 
bCD$IJ®SP3 2«. jg£8|S3 7&C e fc3tIJK1#J?£T r -£© 
SS^T-T*.!:. B^TJUrfy XAA©<£ffl£f$pJ3- 
hiim£Eg2 1 aiCjaUff -Sitk 
K. Vm.WSm.2 1 a©T KU^iWIftWT 

s»8ae*«*'s a d 3 i Kteirt-rs. 

[004Z]^j ham»S 2 1 a OMflWS 2 tt. 

rt* v vmmmm.2 1 ba^Hf-s^T^rf yxAAotf 3( 

1 bOT F l/Xf iM»WWT^»^SAD 3 

1 Kimr&. «T©»nwm. ±ie©«ifpgii 1 ti§j 

[0 04 3] #(C. 05^-TJ:^(C. «^^Bt-^T 
;l/=f <) X A A iSrfcK^Jji 3 tltcfim7)l rf y X A B © 

mf v vmm$m.2 1 a**, m^r^v 

XAA©^ff*^|g^/-C^ .y hafI3£g2 1 bKAy.; 

f*-r-5.) . fc/dL. B|#7JUrfyXABte. ^rfcttl^SSl 40 
2tltcB§n-C&2>tclb. jft'J3 5{C«Sf^T;U3*y X 

a b (Dm&mf&T- z MteM s ti r t t »*> © t r * . 
[ o o 4 4 ] * -r. Y&mmw 2 1 a ©3aiffljgp3 

2 ^tT*SBjt6^Bg-^T y xa £§{H1J©^$- 
f-»Mgg2 l b&ctgfastt&fci*. Bg-sfr^'yXA 
A«c»0Sr6tiri>sOJ!Kf At. S#^ya>^^ 

jS-rOgH^) hM(iSSg2 1 bicjgffr*. /< 

hii{f$|g2 1 b©SHj@Ig{53 2tt, ^-^-y hji41£ 50 
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^R^SMT-St. a#fcy=i>7^+- J ,7X;H5lgg^ 

{@*-Ct,>Sg©fc;gR (£/ctt. itt'j3>7^a 
^X;bBf^<D<£fflA«UtBr*£g©Iog) *y<4r a ha 
MJIg2 1 a^i^l-r-2.,, 

[0045)^0, ^tr~j vmmmm.2 ibtfvzi is 

^yxAA©^ffl*i^pj-r^^tf$g^^^ ham^ 
S2 1 aftj£frr£„ t ©*»£•. «T©»m»fm. ± 

[0046]^, ha®iig2 1 a ©#JtaJgf53 2 «. 

ham^S2 1 bMg#4'j3>7^ a ^ 

JUagg^iiArt^^tSgR?:^^^,?:, frfc«:# 

AB©i«f-^;^, ham^s2 1 bic&m 
t*>. vmmm.2 1 bonnpao 2«. ^-^ t> 

hafl^g2 1 aa^Bg-^T^rJyXABClHlSgflfc&^r 
-^^SM-T-St, Bg-^TJUrfyXABOISIgg^T 1 - 
f ?:S^rt,»-5y3>7 -/^^^XJHigS (MA IX. y 
) rj>^ j^^v XjKg5S3 4 ) (Cg9^-TS 0 

[0O4 7]ftfe. ^tr^tri^y^^^^+'^^^nu 

jv =f y x a ©iHigs^T 1 - r> * h^t y n > ^ y ^ 
^x^iugg^^fb-rs^t'. -jHWcc#it.6#ii«{ja 
rtr;urfyxA«:^-,r. c»rti*»— ^©y ^ =^ 

[0 048] a^- 2; f mmsm 2 1 b <mmm 2 «. 
Hffi^^-^oia^^T^-st. nf^r^^yxA 

B©^£|*l^rS&Stft$8£^-;; ha^g2 1 a 

«c^M-rsit*>K:. j^rv hmmmm.2 1 a©rnu 
^^traai«wr^s^t»«^ s a d 3 1 KtsM-r 

[0 04 9] ^^2, \-mmmS2 l a©$IJ1®g)53 2{J. 
^» hafHS§2 1 b7&>6Bg-^T^^yXAB©fi|ffl 

1 b<D7 f isxw±Mmmi-cmsmj2.mmzs ad 3 
1 .«:«*■*■'*. «T©am»fp«. ±sa©»f^witpi 

[0050] W±-cw 6*^«c J; ^ cc. c©HiS©^ 1 
«c«tn«. y3>7Yf+7^ii833, 3 4©@g§ 

flteSf 1 - ^ *BB&r ^ ssgc 3 7 zmv z> & >> icm& l 
tc(ov. Bt^r;u=fyXA©ii»n^ig*fflf^tctf^c 

©a©cc «t o rng^T;i/=f y xacuss^^- ^ 

SSO. ^^©i^CC^-^^-XfCBf^T^rryXA 

*a»r S!&fij&*JEct»©r. fff^r;ud-yxA©^gtt 

vT'^lHlgSS 3. 3 4«^-K')i7T$>5©-C, 

fi£*©* ^ y x h^f x->v><d& 5 wmmmoymm 
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CO 0 5 1] COH*cwB»i rtt. ntcW&LXtoit 
t 1 **. hmm8e&&*v h "7 feigns 

ftrt,»SJ: 5 88*©^** ha&gsstctt 

Lri PTFU^*W»jaO. Ml*^-; HC I P 
TK U**ftJDl/Cja8fflT*H. » MCB§#7 

Ji/^yXACHgg^^-^^a&rjifiU £{gffliJ# 
sSttBRNRa?*- 2 =5: y y 3 5 5t*gfflT 5 J: 5 JCT 

[0052] mm<Dmm2 . ±.mmmm 1 -c«. & 

y xacdhb^t 1 - * -5 & ©tt -our ^ o 
^feU^Bt^©*-g-?>Bt^kXn ^d7CDe-> h 

[oo53] mmcoBms . m 6 izc<mw<Dmm<DB 
-cbwumhm-s. 4 0(*^©m-^TJUrfyxA*si 

frTSH^- Kr>*r0«ft?*«B#«ia@«| (MS 
HSfHMR) r&3„ 

[0054] %tawH»c>TMiB-*-«. ±nmm<DB si 

fe©(coi,>rstytAi, 06&tmt-J:5K:. >;3>^^ 
*> 7^;Hi3S3 4©ffi2KB£-5|j2ia(618g4 0 ^JUgT* 
J:^(cL«r*>J:i^ cnicj:^^ iPSEC^o^tgtc 
xmmr £ c 4 ^>gg <b % o r t> SBg^r =f y X a £ 

ffi=»X Mfc*^K-r*C4*J-C**a&S*#rr4. 

[0055] fmamm* . jjegmcmn 1 r a. * 

^TJUrfyXAOiggg^fiR^-ir^m-r-SfeOtCOO 40 

-CTjsbfcdi. H7Cc5VrJ:5K:. 3fiflrc*&^ 9 h 

»;xA*^ffrs»^{cji, ssmwT*4^^» ham 
gg2 i a*>6JSm$ti4Bt#r;u=fyxA*i, 
* y 7 h^fx>^>{c<t »j|gff sn-sx * y ^ hr* 

hflMH6»c*l,>T*>. JJBXJ|©*ft l &RMg© 

[0 05 6] £%©*?» 5 . ±fEjU6©BSg 1 rtt. 
#TJUrf y XAOH13g«fi£f- £ * *>©Ctot,> so 
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MfS^M2 1 bOv^^pycj^yy-^fif-^r^rfyx 

2 1 a*>6i»t3tl*Bf#r;U=/yXA*i. -£©v^ 
a 7'n -fe 9 -yjc «t 0 jiff $ txZ v 7 h * 7 v & Z> «fc 5 

mmwm 1 iB«©s»»*iitsc 

[0057] 

io [&Hj©$f,3i] «±©J:^fc. c©^«:cfcti«. 

£5icmi8,Ltc(D~c. ^#T;l/rfyXA©iiJn^M^ 
IB* tctr 5 c 4 #r s„ 
[005 8] C©»WCJ:;h«. » H ^SMOTtf 

^k-rsjciSLr. 'J3>7^ 7 x;nggg©[5ig§^ 
r, Bf^T^3yxA©ii»n^M*ffi*{c^^ci*i 

!0 [0 059] C©»!BK:j:*i«. 'J3>7^t5^ 

«c««uyfc©-c, ^ii©*"S^Bg^kX«ffl^fk^' 

[0 06 0] C©^^«Cj:n«. ';3>7^ t 77;b 

ji=rv^A zmn? z - f •> * r @ss*^ ? 
nfc^na^T^s*{t^^j:^{c^L/c©r, «ax 

[oo6i] c©»w»c«fcti«. Mffintf^ia*5ifi|j{© 

ya>7/¥ir5:™@Bjfr6«l*3ftTl>*«te. * 
^-**8»rrsj:^{c«ji«^fc©r. ^,hoii 

[0 06 2 ] CO^B^KiJ;^^. , h©am«£4 

^r*=f y xa fc*tf£;-r s iHigs^f 1 " ^ =& y n > ^ 
*>7^naBfcS^SJ:^k:^bfc©-c. amtB 
^4^©±rifitftBg^T>>i'=/ y XACUff* ajmic 

[006 3] comwicjztiM. ^ y h&mmvmm 
>j3>7^t7 7*®®*®*. r t » s § 

» h s®ffj©»je#a*6 'j3>p^>7 xjhib* 

Htf-r-SBt^TJUr/y 

x^Kane-rsHHHiBS^-ji^sir, h^mfflij©ias 
#Sfcasmrs j: 5 cc^o/cor. §f/cftB§^TJU=f 
y XA©^ff 4pi«ltc-rs c 4#-cs* 
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[0 064] C©»9iKJ:n«. v hSWIflflOKJE 

=f y XA©H*t£ ?Jg|{C-r 4 c 4 #r * &$ftjK 
[0 06 5 ] C ©«!««: J: fttf. -j h£@<H*sy n 

mms^^mux y a > ? -/ s :oubr*«*.t 

[0 06 6] C©»H(cJ:ti«. , h££flN# <J a 

Lt'j3>7^t7 ^H®#©fiW3&*pJ|B-C*S©© 
[0 06 7] C©»H«:J:*itf. hjg@fl!l*>&& 

mstis«#r*rfy xa*s, re* , h^ftfffl©* * y 

5 C4*JT 

[0 06 8] c©WPJ«: Jrfitf. „ h 2Hgffl*>6jg 
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[BfiE©fl¥%|»!] 

[@i] c wmw&naxm lie**'**? \-mrn 

[02] ^«V(D«MA«%^-rilH!Br««. 
[03] hHISEin«)^nh3A«jitt«i 

10 [04] hffiM^gffl©^o f-ajltttii-ttfta 

[05] ^» haft^gm©yn h3ji/*s-r«ia 

[06] C®An®^<Q*ft3KJ:«s<4r 9 hflft 

[07 ] r%*r -j bmmmmfBKDzfa h=m,*ni*tm 
[0 8 ] j-t* y hmmmamv-fa hxfr&anm 
.'o [09] se*©^-*- * h Mmmm*7jk-?mim-c$> 



[010] , f-ffimt&IWOXn b zvlZm-rte 

[*?-5#©iftg3] 

i vmmmm., i i 

1 3 «Mf£9iaBg. 1 4 

a. 2 1 b rt>rv h ii_ .. 

yxAfcsMO . 3 2 ... 

30 +>^-/;KHIS§ (Ml^ffg) . 3 5. 3 6 

y. 37 sBeau (sMe*«) . 3 8 <mmmwi 

3 9 4 0 Bf-ftaasieJgg (AOffi^f* 

ft) . 



sad, 12 mm». 

2 1.21 

3 1 SAD (r*=f 

<*e*ft 4 

3 3.34 i;a>7^ 



[01 ] 



in 



ftffl2 003-198530 





[03] 






21b 






W» 1 






















IfgyfrJ'JXMWiA.R. 










|«#a||«#b| 









harass m 








1 I 




1 x>s» j 



[09] 




[06] 



[08] 















1 — I 




1 — 1 




009.gif 



